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In order to make the series more accessible to readers not fluent in German, the English section of Statistics means ... activity aimed both at measuring mass phenomena, combining the data into groups and publishing them. 1
A more recent textbook contains the following definition,
Statistics is a combination of mathematical methods used to assess mass phenomena. The data collected serves to describe the environment numerically and/or in the event of uncertainty to use this data as a decision-making aid. 2
The purpose of data protection is, according to the Federal Data Protection Act, "to protect the individual against impairment of his right to privacy through the handling of his personal data." 3 "Personal data means any information concerning the personal or material circumstances of an identified or identifiable individual (the data subject)." 4
If and when statistics are used merely to evaluate information relating to institutions (government agencies, companies) or natural phenomena (e.g., weather), data protection issues are irrelevant. However, the situation is much more complex with data on personal circumstances, as the heated debate on the 1983/87 census showed. This "individual data" is linked to the data subject at least during the data collection phase, and may also involve personal data. Only in the course of further data processing and evaluation is the personal reference eliminated partially or completely. In the final analysis, data may only be published if it can be ruled out in all likelihood that conclusions can be drawn about individuals.
Personal data are therefore rendered (de facto) anonymous within the framework of traditional statistics.
Data protection requirements are changing as new statistical methods focused on the longer-term storage of individual data (microdata) become available (especially in the context of longitudinal studies). This means the described method of data collection -in which the data are rendered anonymous, preventing access to personal data and publishing only aggregated results -is no longer adequate under all circumstances, and thus no longer practicable. 
The right to informational self-determination
With its census ruling of December 15, 1983, the Federal Constitutional Court (BVerfG) formulated the "fundamental right to informational self-determination":
Under the terms of modern data processing, the protection of the individual against the unlimited collection, storage, use and passing on of his/her personal data comes under the general right to free development of one's personality set forth in Article 2 para. 1 of the Basic Law in conjunction with Article 1 para. 1 of the Basic Law [inviolability of human dignity]. The basic right warrants [...] the capacity of the individual to determine in principle the disclosure and use of his/her personal data. 5
The ruling defined the requirements that need to be met in order to ensure that personal data are processed in accordance with the German Constitution (Grundgesetz According to the Constitution, the collection and processing of data must be justified by reasons of compelling public interest; the prerequisites and scope of data processing must be regulated comprehensibly for citizens, and the principle of proportionality must apply.
Last but by no means least, the further processing of data must, in principle, be limited to the purpose for which it was originally collected, which is particularly relevant for the collection of data for statistical purposes. Contrary to the collection of personal data for a specific administrative task, the need to collect data for statistical purposes can only be described in abstract terms, as the results can and indeed should be used for multiple purposes. It is hence all the more important to ensure that statistical data processing is separated strictly from the processing of data for administrative tasks. The envisaged use of data to correct information in the identity register in the 1983 census was the main reason for the negative ruling by the Federal Constitutional Court. It would be incompatible with human dignity if the state claimed the right to register and catalogue people in their whole personality coercively, even if the data collected in a statistical survey was rendered anonymous, as this would treat people like objects that are accessible for data collection in every respect. 8
Pursuant to this case ruling, it is now compulsory to protect personal data collected for statistical purposes in an effective and coherent manner. As such, it is important that the measures taken be oriented to the concrete threat situation and take the risks associated with rapid technological advancement into account.
Technological change
The main regulatory approaches to data protection originate from the time of mainframe computers, when electronic data processing took place at remote computing centers in accordance with rigid principles. Storage units the size of refrigerators, punch cards and continuous printing paper dominated the scene when the Federal Constitutional Court issued its census decision in 1983.
Three main changes have taken place that are important in this context: the dramatic increase in storage capacities, the flexible evaluation possibilities, even of huge databases ("data mining"), and the "liberation" of computers from computing centers, offering 24/7 access to databases via networks, particularly the Internet.
In view of these trends, certain protection concepts that date back to the 1980s and 1990s
are no longer realistic in today's world. This applies, for instance, to the approach of physically sealing off the use of statistical data processing from processing for other purposes.
Nowadays, statistical data can, of course, be processed on separate systems.
When data users are to be offered the benefits of computer technology, it is virtually impossible to do so without giving them electronic access to statistical data -e.g., through
networks. It is difficult, if not impossible, to explain to users in the scientific and political communities why they are confined to rigid evaluations in the form of statistical aggregates and why they are denied access to microdata. After all, it is precisely microdata that offer a wide range of opportunities for obtaining new information. Nonetheless the risks associated with these convenient types of use must be considered carefully. If data are processed outside the "walls" of statistical offices, it is virtually impossible to control how it is used -for instance, whether it is being used in combination with other databases. What is needed are concepts that develop new, flexible possibilities for utilization that meet the expectations of data users and that simultaneously safeguard effective, modern data protection.
Statistical confidentiality as a special data protection requirement
When developing data protection measures, it is crucial that the various legal, organisational, and technical measures are well coordinated. As such, the starting point is the obligation to maintain the statistical confidentiality, which aims first and foremost at ensuring -like all other regulations governing secrecy 9 -that only authorised "insiders" have access to the data and that the data are safe from use by unauthorised persons. The regulations governing the obligation to maintain statistical confidentiality represent special data protection regulations that override the general data protection legislation. They are intended not only to take the special sensitivity of the respective data into account, but also to build trust between the data subject and those who collect the data, who are obligated maintain the confidentiality of statistical data on individuals without the individual having to fear negative consequences.
According to the Law on Statistics for Federal Purposes (BStatG):
Individual data on personal circumstances or the material situation provided for federal statistics shall not be disclosed by the incumbents and the persons specially sworn in to public service who are entrusted with the operation of federal statistics, unless otherwise stipulated by a special legal provision. 10 In principle, personal data may only be used for certain tasks defined by law. It is prohibited and a punishable offence to use data for any purposes other than those expressly permitted by law. The same applies to passing on data to third parties outside the respective area. However, the principle of purpose limitation does not apply to statistical results that do not contain any personal reference. Individual statistical data may also be used for scientific purposes under certain circumstances:
For the purpose of scientific projects, the Federal Statistical Office and the Statistical Offices of the Länder may transfer microdata to institutions of higher education or other institutions entrusted with tasks of independent scientific research if an allocation of the individual data are possible only with an excessive amount of time, expenses and manpower, and if the recipients are elected officials, persons specially sworn in for public service, or persons obligated according to subsection 7. 11
Contrary to this exemption for scientific purposes, the BStatG does not contain any explicit obligation to render individual data anonymous when this data are stored at statistical offices;
however, this obligation arises implicitly from the jurisprudence of the Federal Constitutional It is prohibited to match individual data from federal statistics or to combine such individual data with other information for establishing a reference to persons, enterprises, establishments or local units for other than the statistical purposes of this Law or of a legal provision ordering a federal statistics.
Statistical methods and data protection
Even though traditional statistics is based, by and large, on data that refers to individual survey units, it does not rely on having retroactive access to individual data -with the exception of checks carried out during the data collection and data processing phase (to ensure the data are complete, plausible and, to a limited extent, correct). Rather, statistics Generally speaking, these new methods involve microdata that can be linked multifunctionally and can be evaluated over time (as, for example, in clinical studies). There are numerous ways of accessing so-called "microdata files" -for example, through personal references in case scenarios in which the data are linked by a general personal identifier that can be used in a wide range of surveys. 12 However, there is no doubt that any such personal identifier is incompatible with the above-mentioned requirements of the Federal Constitutional Court in Germany. 13 For this reason, the court is likely to declare comprehensive, permanent microdata statistics comprising regularly updated data from a wide range of sources to be unlawful. However, aside from these comprehensive methods, there are certainly ways of using microdata that cannot be dismissed from the outset as violating the constitutional requirements.
Measures aimed at safeguarding data protection
It goes without saying that the traditional method of rendering data anonymous and deleting individual statistics based on a type of "stage model" is not compatible with a method that links microdata. It may be possible to trace the individual data back to the data subject even at micro-level in the long term, which means the data does actually represent personal data in the majority of cases.
As such, one very interesting option would be to randomly link data collected within the framework of completely different statistical surveys in order to gain new information. In addition to the additional informative value such a method would yield, another argument in favor of it is the flexibility of the results it would generate.
In terms of data protection, any such method would involve major risks, given the apparent difficulty -if not impossibility -of rendering data anonymous in order to prevent inferences being drawn about identifiable statistical units. This risk could be mitigated by effectively ensuring that the data are protected against unauthorised access. However, whether this could achieve adequate protection is questionable, at least where particularly comprehensive or diverse microdata files containing personal features are concerned.
The type and size of the database is important when it comes to gauging the risk of abuse.
Generally speaking, it can be said that the more comprehensive the database and the more sensitive the data, the greater the risk. This explains why censuses (which cover full populations) must be rated differently than surveys in which small random samples of an entire population are taken. Data abuse also occurs with random sampling, albeit only to the extent of the sampling units included. Thus, the "abuser" needs to know who is included in the survey. 14 It is also important to distinguish between primary and secondary statistics. It is not possible to state simply which of the two methods is the more data protection-friendly.
Occasionally, it is claimed that primary statistics, which collects data on the data subject is much more intrusive than secondary statistics, which does not collect any "new" data. This is only partly true. With secondary statistics, data are used and linked that were generally collected for another purpose altogether. This explains why most secondary files go hand in hand with data being used for a different purpose. Besides, the data subjects are "unaware" of the fact that their data are being used. Thus, they never gave informed consent. They are hence unable to check whether the data collection is lawful, and are unable to influence the process. In data protection terms, reference is made to deviation from the "Principle of Primary Collection" (ethical principle of informed consent). After all, more comprehensive secondary statistics -for instance the census envisaged for 2011 -presupposes that it is possible to linke data from different sources in which a particular type of infrastructure is needed. The question must therefore be raised how it can be prevented that infrastructures set up to collect statistics can also be used to link databases outside of statistics, with potentially far-reaching consequences for the data subject.
Rendering persons anonymous: absolute or de facto?
During the census debate of the 1980s, the most important question raised was: when does data lose its personal reference and when is it deemed anonymous or at least "de facto anonymous".
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Only data that is completely anonymous contains no personal reference whatsoever, and therefore does not come under data protection regulations, whereas with de 14 It is easy to make this impossible by deleting some cases that were sampled from the file that is available for analysis. 15 Fischer-Hübner (1986) This statutory definition is confined to rendering data de facto anonymous. Pursuant to Section 3a of the BDSG, the data controller must implement data reduction and data economy measures. Pursuant to Section 3a (2) of the BDSG, use is to be made of the possibilities for aliasing and rendering persons anonymous, insofar as this is possible and the effort involved is reasonable in relation to the desired level of protection to be achieved. This also applies to statistics.
Pseudonyms as an expedient?
The use of pseudonyms is appropriate in cases where it is necessary to identify a person but where an assumed identity is sufficient, namely when the real personal details do not need to be known and when, on the other hand, (actual or absolute) rendering anonymous is not Aliasing means replacing a person's name and other identifying characteristics (e.g., name, account number or personnel number) with a label in order to preclude identification of the data subject or to render such identification substantially difficult. 18 Data stored under an alias generally contains some kind of personal reference -albeit indirect. As such, it is important to distinguish between various types of aliases that are used in the various contexts:
With reference aliasing, the allocation feature is assigned to the data subject using a reference list (or reference file). Reference aliases can always be deleted by the data controller using the reference list. With disposable aliases, the assignment features are derived from personal data using special computing functions (hash functions). The methods used must be selected to ensure that inferences cannot be draw from the result about the individual persons or the identification features used. Disposable aliases are particularly suitable for longitudinal analyses in scientific research projects and statistics. With this type of aliasing, however, the data stored under the alias can only be assigned to the person using the alias if the original data used to create the alias is known and if the attacker knows how the alias was created ("Brute-Force Attack").
Research Data Centers
The Research Data Centers (RDCs) run by the Federal Statistical Office, the Statistical Offices of the Federal States, the Institute for Employment Research of the Federal Employment Agency, and the Statistics of the Federal German Pension Insurance Association have for a number of years made an attempt to balance data protection requirements against the interests of the scientific community in using microdata. The statistical offices give scientists direct access to individual data, observing general data protection requirements.
The RDCs focus on microdata that has been cleared for remote data access.
However, the scientists do not access the statistical raw data or individual data managed by the offices direct, they access microdata sets, so-called scientific use files (SUFs) generated for various purposes in which only virtually or fully anonymous data are stored.
SUFs can be accessed on-site or off-site. With on-site access, the data are accessed in the protected facilities of the research data centers, whereas with off-site use, the data are accessed outside the research data center for a specifically defined research project.
As the statistical offices have no way of ensuring the data are used properly, extreme caution must be taken when rendering data files anonymous, taking all of the additional 18 BDSG 3, 6a. information available to science into account. Access to official individual data are hence subject to the provisions set forth in the Law on Statistics for Federal Purposes.
Intensive use is being made of the newly established RDCs. 19 Yet this is certainly not where developments will end, as there continues to be a keen interest in making the utilisation of data even more flexible and above all in facilitating access from any location. Access via the Internet will likely be of key importance in the future. However, this would change the whole environment in terms of data protection, as it would no longer be possible to estimate the additional knowledge that might have been used to render individuals anonymous. In view of the unlimited amount of additional information available, individual data can hence only be used for uncontrolled Internet access if their absolute anonymity can be guaranteed.
Anonymity "of a lesser quality" is not sufficient in view of the unlimited possibilities that exist for linking the widest range of databases.
